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DIRECTOR OF CENTHAL INTELLIGEATE
Saecurity Connitiz?

COMPUTER SUBCOMNITTEG

e Computer Security subcommittee Membzars
NS . te 2

. 4 it
FROM: subcommittee Chalrman, Computer SsCurl:y
PINAILL .

~ . s |
syBJECT: Charter Anendnent

1 I propose that we add to tbe_Charter (DCIE“}/EiLV
e é) the responsibility of providing Computer Sacurity
in the ;;Jecom.unications field.

1 Aty Ty £ e
2 I proposa to change the first paragraph ol -ne
. pos2
Chartexr to read as follows:

J g [ v

"Review, formulate and recommend to thed?llrec;i~

ici 3 -ocedures to
of Central Intelliyence policies, standards and pzimininazoﬂ -
p;otoct intelligence data stored, processed, Or communioatt y
cowputexr.”
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3. I ask you to express your vieys o? Ehéi&?ifﬁi?*igs
the 24 January 1979 meeting. I_also reguest yoanuo ‘gdzbgo\ﬁ;
L{VV; od Charter Amendment within your agency and prig:nb ¢
glgiizéen‘Aéé;cy position no later than 22 February 13/7.

Tncl: a/s
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. . DCID No. 1/11
Attachment 2

DIRICTOR GF CEMTRAL INTELLIGENCE DIRECTIVE NO. T 11
(Attachment 2)

COMPUTER SECURITY

The Security Comunittee with respect to computer sccurity shall:

1. Review, formulatz and recoramend to the Director of Central Irtelligence
pelicies, standards and procedurses to protect intelligence data stored or processed by

!
computer. 7 2

2. Advisz and assist the Dircctor of Central Intelligence, Intellizence Cummunity j
orgznizations, DCl commitises and other intellizence users with respect to all
computer security issues; aad to resolve confh-.\s that may arise in connection
therewith.

- ’

8. Formulate and recommend to the Director of Central Intelligence resource
programming objectives for Intelligence Comumunity organizations in the field of
comnputer security in consideration of current aud foreseen vulnerabilities ard threats
and with regard for the effective and efficient use of resources; to foster and to monitor
an aggressive program of cemputer security research and development in the
Intellizence Comununity in order to avoid unwarranted duplication and to assure tha

pursuit of an effective effort at resolving technicz! problems associated with i,

protection of computer operaticas.

4. Coordinate all aspects of Intelligence Community efforts in defense :zainst
hostile penetration of Cominunity computer systems and as feasible to suppo-: othe:
govemmmtal efforts aimed at improving computer seeurity technology: to “ter o
coordinated program of Intelligence Community computer security training ond
inductrination.

5. Facilitate within the Intelligence Community the exchange of information
relcting to computer security threats, vulnerabilitiss and countermzasures by
providing a focal point for: '

a. The evaluation of foreign intentions and capabilities to exploit Coramunity
computer oporations;

b. Central notification of hostilz exploitation attempts;

¢. The preparation of demage assessments of incidents of foreign exploitation
cf intellizence computer operations; and

d. The developm-nt of ‘policy recormmendations to the Direcior of Ceatsal
Inicllicence on the release of computer security information to forsign
governmant: and international organizations.

€. Revinw, formulate and reconunend minimum computer security staaziacds,
td )
pru,:dv. 5 wnd criteria as uidance for system dosign, evaivation and certifinaidon ot

acceptable levels of secunty for computer systeine.
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